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Ping

1101818

PING 16.18.18.15 (18.18.18.18) 56(84) bytes of data.

64 bytes from 18.18.18.18: icmp seq=1 ttl1=128 time=08.3@1 ms
64 bytes from 18.10.18.18: icmp_seq=2 tt1=128 time=0.339 ms
64 bytes from 19.10.18.18: icmp_seq=3 tt1=128 time=8.315 ms
64 bytes from 10.10.18.18: icmp_seq=4 tt1=128 time=0.352 ms

---10.10.18.18 ping statistics ---

4 packets transmitted, 4 received, 8% packet loss, time 2999ms
rtt min/avg/max/mdev = 8.361/8.326/0.352/8.0829 ms

4.5 TRACERT 3K

|

BMNHM ip, M “Tracert” , FRFLEREIR.

Tracert

10, 10,18, 18

traceroute to 18.18.18.18 (18.18.18.18), 18 hops max, 68 byte
1 16.10.18.18 (16.168.18.18) 8.284 ms * *

packets

11
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4.6 TP Huhl-&#)

IPHthiFEETS)

1: lo: <LOOPBACK,UP,LOWER UP> mtu 65536 gdisc noqueue state UNKNOWM group default qlen 1068
link/loopback ©@:86:00:80:00:808 brd 00:00:00:00:00:00
inet 127.0.0.1/8 scope host lo

valid 1ft forever preferred 1ft forever

inet6 ::1/128 scope host

valid 1ft forever preferred 1lft forewver
2: eth@: <BROADCAST,MULTICAST,UP,LOWER UP> mtu 1588 qdisc pfifo fast state UP group default gqlen 1@e@
link/ether 52:54:00:27:28:98 brd ff:ff:ff:ff:Ff:fF

inet 10.10.8.8/16 brd 1@.10.255.255 scope global noprefixroute ethe

valid_1ft forever preferred 1ft forever

inet 10.10.220.30/16 brd 18.18.255.255 scope global secondary noprefixroute ethe

valid 1ft forever preferred 1ft forever
inet6 fe8@::5054:ff:fe27:2898/64 scope link
valid 1ft forever preferred 1ft
inet6 fed@::4af7:b349:5b59:b198/64
valid 1ft forever preferred 1ft
inets fed@::e5dJ:e684:7d22:7dc3/64
valid 1ft forever preferred 1ft

3: ethl: <BROADCAST,MULTICAST,UP,LOWER |

inet 192.168.220.38/24 brd 192.168.

valid 1ft forever preferred 1ft
inet6 feB@::ab5b:d63@:8ads:5d82/64
valid 1ft forever preferred 1ft
inet6 fe8@::40e5:e6b4:be52:6b38/64
valid 1ft forever preferred 1ft

4.7 1P B HEW

IPEE A

Kernel IP routing table

Destination
g.6.0.0
8.6.8.6
18.18.8.8
16.16.6.8
168.18.8.8
169.254.8.8
192.168.226.8
192.168.2208.8
192.169.68.0

Gateway
10.10.8.1
10.16.8.1
8.8.6.8
8.6.0.0
8.9.8.0
6.0.8.8
8.6.0.0
8.9.8.0
0.8.0.8

forever

scope link

forever

scope link noprefixroute
forever
UP> mtu 1588 qdisc pfifo_fast state UP group default qlen 1068
link/ether 52:54:8@8:52:2a:ch brd ff:Ff:ff:FF:Ff:Ff
inet 16.10.6.4/16 brd 19.10.255.255 scope global noprefixroute dynamic ethl

valid 1ft 83166sec preferred 1ft 83166sec

220.255 scope global ethl

forever

scope link

forever

scope link noprefixroute
forever

Genmask

@.a8

255

8.8
@.9.
B 3o
255.
255.
253,
255.

8.8

8.8

.8.0
.8.9
.8.8
.255.8

255.255.255.0
255.255.8.0

Flags Metric Ref

UG
uG

{o O o iy el o 1 =

laa
181
1ee
1@
181
1883
2]
18l
e

<]

e o6 0 e 0 @

Use

[-=T-~ T~ R T~ -~ T~ R~ -

Iface
eth@
ethl
etha
eth@
ethl
ethl
ethl
ethl
eth2

12
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4.8 ARP ]

ARPHid

Address
16.18.18.27
18.16.18.2
192.168.226..53
192.168.220.68
192.169.220.55
192.169.226.57
16.16.19. 268
192.168.228.51
192.168.226.58
192.169.226.53
192.169.220.68
16.168.226.31
18.16.8.1
192.168.226.54
192.168.220.56
192.1659.226.51
16.18.68.1
192.169.226 .58
16.16.166.168
192.168.226.52
192.1659.226.54

5 iRFOCE

5.1 BEiR

HuWtype
ether
ether
ether
ether
ether
ether
ether
ether
ether
ether
ether
ether
ether
ether
ether
ether
ether
ether
ether
ether
ether

51.1 BiRENSHEE

A ML E B RS E, WK

HwWaddress
8e:
ed:
Ba:
8e:
8a:
8a:
fa:
8a:
8e:
Be:
8a:
52:
ed:
8a:
88 :
Ba:
ed:g
ae:
44
B8
ae:

ed:
ds:
Bc:
Bc:
Bc:
Bc:

de

Bc:
Bc:
Bc:
Bc:
54

@c:
Bc:
Bc:

Bc:
t42:
98
9@:

ad

Bc:
Bc:

78:
5e:
98
98:
98
98:
5 it -
9@:
98:
98:
98:
Ba:
196
98:
98:
98
196

98

28:
s
8b:
ab:
@b :
8b:
ee:
8b:
ab:
Ba:
8b:

rde:
ab:
ab:
Bb:
tde:
:@b:
122
@b:
ab:

85:
a4
66:
T2
69:
Se:
54:
63:
68
cf:
67:
1be:
:ad
63:
-
B
2a:
64 :
65:
T
L i

2a

b5
3b
22
62
82
22
Bc
B2
42
a2
22
22

e2
e2
22
ad
42
53
c2
62

Flags Mask

L0 TR e T i O TR e TR e T e AR e Y T e T e TN i N e TN e N e O TR e T e N i O i |

Iface
ethe
ethe
ethl
ethl
eth2
eth2
ethe
ethl
ethl
eth2
eth2
etha
ethl
ethl
ethl
eth2
ethe
eth2
ethe
ethl
eth2
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+ 8 SYSTEM system init success 2023-12-13 09:41:40
+ 7 SYSTEM system init success 2023-12-13 09:33:14
+ 6 SYSTEM system init success 2023-12-13 09:25:34
+ 5 SYSTEM system init success 2023-12-1217:33:21
+ 4 SYSTEM set_sysparams {"dbconfig™:{"timer_dblogclear_days":366,"IPS_defense_period™:6,"blacklist_old_duration":6,"greylist old_duration":6}} success 2023-12-12 14:13:54
+ - SYSTEM system init success 2023-12-12 13:40:25
+ 2 SYSTEM system init success 2023-12-12 13:37:50
+ 1 SYSTEM system init success 2023-12-07 15:24:26

BTE 1 S8 KER, BH8LIR ERBR 10 HIm

[ATO1RFFRAFER [ATO2] = [ATO3EBE (BPEEENaeR) [ATOARSEERRIRT [ATOS]BSFEAR T [ATOBITRE R
[ATO7]RER AP EA: == [ATO8] EixA A SEESTEN [ATO9BsEiEE [AT10]==TCPEERRIZE [AT1]TCPSEER HIRTERSE [ATI2/=5SRRESFRT
[AT13) B EEER [AT A ENESIEEBIR [AT1SEAME SRR [AT1 6] F5mmAmL [AT17)3EEE W

7.8 B KEEAN

B KESFLIJE T iptables, SBC ERIA R IR & BN 55 #1253 1, 40 HTTP (BRIA 8090) + SSH (22),
S sea A LG D S e ollfe oS WIUPEE RO VAN s AR P ot s R Rl U
A HAR R R 5K, FTDAFh G sz i, (HAZETE, By K RN B A R AT BE R B R G To i )

FsKIERR

IPV4

O WSS Bl&E HiseR | PIEEOE fERBIHN e iptablesiai& BE
o o [=5]
(m] 2 SSH m m

3 BIOWER [ s |
I3
oM
EIcam
E1E3Em
I
E3cm
E1Eam

4 WEB
5 TCP5060
6 UDP5060
7 MC
8 MBO
5 VOIP_RNG

1 mb

EEDDDDDDDD
i
o
Q

O WERRS AE LR k-3 MEEOER AR i Bt P =ik BrgR0 iptables/S68 1BE

pe i Ea [ = |

[m] 1 text0 10

eth ep

7.9 FILTER # | # )

¥ 245 FILTER 09300,

32



BB K RG] T

FILTERFIRI A

Chain INPUT (policy ACCEPT @ packets, @ bytes)

pkts bytes target prot opt in out source destination
14 896 ACCEPT icmp -- * * 2.9.0.0/0 ©.0.0.0/0
72894 212M ACCEPT tep -- = = 0.0.0.8/8 2.0.0.9/0 tcp dpt:22
] @ ACCEPT tep - * ¥ 18.10.0.8/16 10.10.0.0/16 tcp dpt:8@
19958 3261K ACCEPT tep -- * * ©.0.0.8/0 ©.0.0.0/0 tcp dpt:8esa
2] @ ACCEPT tep = * 3 ©.0.0.8/0 8.0.0.8/@ tecp dpt:5068
3 112@ ACCEPT udp -- * ¥ 0.8.0.0/0 0.0.0.0/0 udp dpt:5860
6462K  418M ACCEPT tep = * 2.9.0.0/0 ©.0.0.0/0 tcp dpt:oeal
2] @ ACCEPT tep = * & 10.10.8.8/16 16.10.8.8/16 tep dpt:90ee
6 312 ACCEPT udp -- * ¥ 0.8.09.0/0 0.0.0.0/0 udp dpts:16000: 30060
765K  B8M ACCEPT tep - * i 0.0.0.8/0 2.0.0.8/@ tep dpt:90ee
2634K  4@3M ACCEPT all -- eth1 * ©.0.0.8/0 8.0.0.8/@ limit: avg 10@@@/sec burst 9999
7235K  857M ACCEPT all - ¥ x e.0.0.8/8 e.e.0.8/0 limit: avg 1888/sec burst 1868
94517 358K ACCEPT all = * i 0.0.0.8/0 2.0.0.8/@ state RELATED, ESTABLISHED
5 269 ACCEPT all lo - 0.8.0.8/8 0.0.0.0/0
a @ DROP alt - * x e.0.0.8/e e.e.0.8/0
Chain FORWARD (policy ACCEPT @ packets, @ bytes)
pkts bytes target prot opt in out source destination
@ @ ACCEPT tep -- * * 0.8.0.0/0 0.0.0.0/0 tcp flags:0x17/0x02 limit: avg 18808/sec burst 9999
@ ACCEPT udp -- * - 0.8.0.8/8 0.0.0.0/0 limit: avg 16@0/sec burst 1008
] @ ACCEPT tep - % & 0.0.0.8/0 2.0.0.0/0 tcp flags:@x17/0x04 limit: avg 1/sec burst 5

Chain OUTPUT (policy ACCEPT 18M packets, 1798M bytes)
pkts bytes target prot opt in out source destination

7.10 NAT #LN

& NAT Hi )

NATHI
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JENAT  SHENAT

Btk Amwt: n

(w] A& w0 Bkt Bnottth Y pe ] g0 i

EEHEITRNITR

7.10.1 j& NAT

A&
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FithE
Baatitht
i TCP
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=fE SNAT
FFiE A

BiEhlERs RS B

Q
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7.10.2 B#r NAT

AlE
in#E cthi 3
iEhE
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L TCP =
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HifE DNAT %
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BN ik

kS kS
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H i H ik oA, BRIRAN-d

X ABENZ, WIEMH: tep/udp

Yai iy 11 [ G (AT, 28 RoR A —-sport, A LA i 1156 [ 451
9000-9100)

H 3 1 [ G ] (AR, 2R on AN —-dport, 7T DLt Ui 13 [ 7]
19000-19100)

ik (CRBE NS, TIP3 [/ I E ]

BN RS

7.11 NAT HU 2 #1

AU AT NAT R AR

NATHIIZEiE

Chain PREROUTING (policy ACCEPT 8@@5SK packets, 6@85M bytes)
pkts bytes target prot opt in out source destination

Chain POSTROUTING (policy ACCEPT 1491K packets, 90M bytes)
pkts bytes target prot opt in out source destination

Chain OUTPUT (policy ACCEPT 1491K packets, 2@M bytes)

pkts bytes target prot opt in out source destination
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1112 BAFhRA

H 2 P LR A RRCAS BT R A IR S, 4 R
ZINREL AT T A RABEHLR) H ETF 50, BINTEIEBm A S &, AR B AT LA 3 Sbessp A1 RadiusProxy
BEHURA H UGS AT B A R .

WebUl version: 2.5.0.4

MC: System version : 2.0.17.21

|____mc.out.cap.status: cap_sys_nice+ep

PRD: System version : 2.0.11.7

| prd.out.cap.status: cap_sys_nice+ep

M3GC: Version: Linux M3GC_VER_1.14.19 Build Mar 24 2023 09:50:08
|____m3gc.out.cap.status: cap_net_bind_service,cap_net admin,cap_net_raw+eip
|___m3gcl.out.cap.status: cap_net_bind_service,cap_net admin,cap_net_raw,cap_sys_nice+eip
VirtMB: Version: VER 1.2.5 Build Nov 9 2023

|___ VirtMB.out.cap.status: cap_sys_nice+ep

VirtSIP: Version: VirtSIP Ver 1.8.43 SIP HA TLS Linux Build Mar 29 2023 11:22:43
|____VirtSIP.out.cap.status: cap_sys_nice+ep

|__ VirtSIP10.out.cap.status: cap_sys_nice+ep

iGateway: [version: 1.3.0.106 Nov 17 2023 10:04:31]

|___ iGateway.out.cap.status: cap_net_bind_service,cap_net_admin,cap_net_raw,cap_sys nice+eip
IsxSdk: [_LINUX32 ]ISX-SDK VER(D): 2.0.28.29-1103 buildby for 2023-12-15 00:00:05.680
OamProxy: [version: 3.0.2.23 Dec 13 2023 11:21:30]

|____ocamproxy.out.cap.status: cap_net_admin,cap_net_raw+eip

OamSdk: [_LINUX32 JOAM-SDK VER(D): 2.0.28.8-1031 buildby for 2023-12-15 00:00:03.328
ShcSsp:

|___ sbessp.out.cap.status: none

CdrProxy: [version: 3.0.27 Jun 21 2023 13:21:52]

|____cdrproxy.out.cap.status: cap_sys_nice+ep

IsxSNMP-Proxy: System version : 2.0.8.13

| IsxSNMP-Proxy.out.cap.status: cap_net bind _service+ep

HACantroller: Version: Linux VER 1.0.27 Build Jun 13 2023 13:38:51
|____HAController.out.cap.status: cap_net_bind_service,cap_net_admin,cap_net_raw+eip
MrcpProxy: Version: MPP_VER_1.5.4 Build Feb 2 2023 11:24:19

| MrecpProxy.out.cap.status: cap_sys_nice+ep

RadiusProxy:

| radiusproxy.out.cap.status: none
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